Example packet captures for mDNSResponder TCP
Keepalive (TCPKA)

Device Under Test

fd12:3456:789a:bcde: fedc:ba98:7654:aa22 fd12:3456:789a:bcde: fedc:ba98:7654:aall
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+ Peer and Device Under Test (DUT) are connected with an RJ45 cable
+ mDNS RR Buffer captured on DUT
+ Packet capture taken on Peer

Test Procedure

DUT initiates TCP connection to Peer

DUT performs system sleep

While DUT is sleeping, DUT’s NIC HW continues to send TCP KA messages (and wait
for replies)

Peer sends a PSH on connection

DUT’s NIC HW wakes the system.
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IPv4 TCPKA

- ref: peer-tcpka-v4.pcap

- ref: tcpka-v4.rr

an

N eth.addr

192.168. m 11

192.168.. 31 113
192.168.81.27
192.168.81.113

fe8o

2025-11-03
2025-11-03
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2025-11-03
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2025-11-03

2025-11-03
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Types T (e50000)
(Strean index: 6]
; [

n Control Protocol, Src

Address: Etharnet or other MAC address

vpo102ea-dhcp34 mdns-tcpka-captures-for-ush(:
idx name

192.168.81.27
192.168.81.113
192.168.81.27
192.168.81.113
192.168.81.27
192.168.81.113
192.168.81.27
192.168.81.113
192.168.81.27
192.168.81.113
192.168.81.27
192.168.81.113
192.168.81.27
192.168.81.113
192.168.81.113
e

192.168.81.113, Ds!
ort: 4800:

B peer-tcpka-va.pcap

QR

| Source Port | Destination Pc| Protocol | Length
ARP 60

Apple_31:00:81
192.168.81.113 49193
49193
48004
49102

Broadcast
192.168.81,113
192.168.81.27

192.168.81.113

48004
49193
48004
49103
48004
49193
48004
49103
48004
49193
48004
49103
48004
49193

192.168.81.113
192.168.81.27
192.168.81,113
192.168.81.27
192.168.81.113
192.168.81.27
192.168.81,113
192.168.81,27
192.168.81,27

1.27 48004

192.168.81.
192.168.81.27
192,14

48004
48004

Broadcast
Broadcast
Broadcast
££02: : b

utbound) | 000

8 (02:e0:

192.168.81.27
Dst Port: 49193,

) % python3 ./parse-rr- mn py ./tcpka-vd.rr 19
type class ttl rd_len

 MyComputerName. _ssh._tcp. local. TXT  0x8001 4500 0x0001
1 _services._dns-sd._udp. local. PTR  0x0001 4500 0x0002

2 _ssh._tcp. local. PTR  0x0001 4500 0x0002

3 MyComputerName. _device-info._tcp. local. TXT  0x0001 4500 0x0023

4 MyComputerName. _sftp-ssh._tcp. local. TXT  0x8001 4500 0x0001

5 _services._dns-sd._udp. local. PTR 0x0001 4500 0x0002

6 _sftp-ssh._tcp. local. PTR  0x0001 4500 0x0002

7 MyComputerName._rfb._tcp. local. TXT  0x8001 4500 0x0001

8 _services._dns-sd._udp. local. PTR 0x0001 4500 0x0002

9 Zrfb._tcp. local. PTR 0x0001 4500 0x0002

10 _kerberos.MyLocalHostName. local. TXT  0x0001 4500 0x0033

11 MyComputerName._ssh._tcp. local. SRV 0x8001 4500 0x0008 SRV prio
12 Myccmputemame. sftp-ssh._tcp. local. SRV 0x8001 4500 0x0008 SRV prio
13 MyComputerName._rfb._tcp. loca SRV 0x8001 4500 0x0008 SRV prio
14 4310007F-9BoA-ARIE 58D BEI2S6IAIFS. _renotepairing._tcp.local. TXT 0x8001 4500 0x0059

15 _services._dns-sd._udp. local. PTR  0x0001 4500 0x0002

16 _remotepairing._tcp. local. PTR 0x0001 4500 0x0002

17 4210007F-9B94-4A1E-99D2-BE32563A3AF8. _remotepairing._tcp.local. SRV 0x8001 4500 0x0008 SRV p

18 11156._keepalive._dns-sd._udp. local.

NULL 0x8001 4500 0x0075

| Interface| Direction |
end TInbound

rtbound
Outbound
utbound

Inbound

a7.78 oc
40 00 40
0 29 89
00 00 02
38 6f ae

0, weight
0, weight
0, weight

0,

eight
t=5 i= 30 ¢=10 h= 192 168.81.27 d=192.168.81.113 1=49193 r=48004 m=

Info

Who has 192.168.81.1137 Tell 192.168.81.27

49193 - 48004 [SW, EcE CWR] saq—l Win=65535 Len=0 MSS5=1460 WS=64 TSval=2020300540 TSecr=0 SACK PERM
i

MSS5=15960 W
49193 - 48004 [ACK) Seq=L ‘Ack=1 Win=131776 Len= u TSval*
[TCP Window Update, y
standard query oxqcSiBIUNN N\C HW contmues to send TCPKA
Standard quer: vx9
e (2t configured interval)
Star-.rd query response 0x@008 PTR MyComputerName._ssh._
“aP Announcement for 192.168.81.27
[TCP Keep-Alive] 49193 - 48004 [ACK] S Ack: 131776 Ler
[TCP Keep-Alive ACK] 48004 - 49193 [ACK] Seg=1 Ack 1 Win=131776 Len=0 TSval=532284476 TSecr=2920300542
[TCP Keep-Alive] 49193 - 48084 [ACK] Seq=8 A Wi
[TCP Keep-Alive ACK] 48004 - 49193 [ACK] Se
[TCP Keep-Alive] 49193 - 48004 [ACK] Sec Ack:
[TCP Keep-Alive ACK] 48004 - 49193 [ACK] Seq_
[TCP Keep-Alive] 49193 - 48084 [ACK] Seq

W Les
[TCP Keep-Ali: cr=2920300542
:: W4. Peer sends a PSH which causes DUT HW to wake

[TCP Keep- Alive ACK] 48004 ~ 49193 [ACK] Seq- TSval=532304678 TSecr=2920300542

TSval=532289526 TSecr=2920300542

TSval=532294577 TSecr=2920300542

PSH,
[PSH, ACK]
[PSH, mr]
nsmi. 3 [PSH,

Wno has 192.168.81.277 (ARP Probe)

ARP Announcement for 192,168.81.27

ARP Announcement for 192.168.81.27

Standard query response 0x0008 TXT PTR, cache flush MyLocalHostName. local PTR, cache flush MyLocalHostNal

3100 B 08 00 45 00 riiix-v
00 co a8 5171 co a8 @-@@
64 e4 48 43 9F b0 52 Q----)
e 58 01 03 03 06 01 01 s
fc 04 02 00 00 80 7

Packets: 97 - Displayed: 36 (37.1% Profile: Default

0, port 22, target MyLocalHostName. local.
0, port 22, target MylLocalHostName.local.
@, port 5900, target MylLocalHostName.local.

0, port 49152, target MyLocalHostName. local.

176:0E:31:00:8F $=3829941150 a=2309473893 w=2059



IPv6 TCPKA

- ref: peer-tcpka-v6.pcap
- ref: tcpka-v6.rr

° R peer-tepka-vé.peap

ADAG mERE QJe>=2F IE B QM

| Source | Destination | Source Port | Destination Pc| Protocol | Length | Interface| Direction | Info
2 224.0.0.251 HONS 141 end  Inbound  Standard query 0x0000 PTR _apple-mobdev._tcp. local,
HONS 161 Sertid o O B A
12:3456: 789a : bede: fedc.. ICHPVS 86 Neighbor Solicitation for fd12:34st : 1e0:
-11-03 15: 13 2tz AR R e :3456:789a: bede: . ICHPVG 86 B LN S T2 S Y bede fedc: bad8: 7654:aall (sol, ovr) is at 9ci76: e: B
~11-03 15:13:20.927200 fdL. bede: fedc...fd12:3456: 789a: bode: P £ 49336 + 3003 [SYN, ECE, CWR] Seq=0 Win=65535 Len=0 M55=1440 WS:
3003

Seci
3 0.927632 3 n bcde: fedc-  1d12:3456:7893: bede - 3003 - 49336 [SW, ACK, ECE] Seq=b Ac Win=65535 Len=0 M55=15940 Ws=64 TSval=215332086 tsec-—u
-11-03 15:13:20.928826 86 49336 - 3003 [ACK] Seq=1 Ack=1 Win=131392 Len=0 TSval=1479578443 TSecr=215332086
13:20.928933 fd12:3456:789: +f 4123456 86 [TCP Window Update) 3003 - 49336 [ACKI Seq=1 Ack=l Win=131392 Len=0 TSval-215332088 tsgcﬂussnz

Standard querv *_>por : : sftp-ss}
Standard uery respor
AP™ announcement for 192.168.81.27
TN ey o ETD TRl
) is at 02:e0:fc:
TovaLTI6765% Thecre147957¢

TSval=215382673 TSecr=147957¢

215397714 TSecr=1479574
0 Tsval=215407873 TSecr-1479573443

Outbound R¢ on] 3083 - 49336 [PSH, ACK] Seq=1 Ack: =131392 Le 215408468 TSecr="
15408789 TS

s .92.168.81.277 (ARP the)
ARP Announ-ement for 192.168.81.27
ARP Announcevent for 192.168.81.27
ARP Announcem.nt for 192.168.81.27
19 02:00:fc:90:27:78 Who has 169.254 255.2557 Tell 192.168.81
192.168.81.27 .0.0. Standard query 02
T THe Standard query ox e AR sends a PSH which causes DUT HW to wake
192.168.81.27 224.0. Standard query response 0x@000 TXT PTR, cache flush MyLocalHostName.local , cache flush MyLocal
e 18b6 : b08S: 922 b Standard query response 8x8080 TXT PTR, cache flush MyLocalHostName.local PTR, cache flush MyLocal
e0:fc 78 Broadcast Who has 169.254.255.2557 Tell 192.168.81.27
02:e0:fc:90:a7:78 Broadcast Inbound Who has 169.254.255.255? Tell 192.168.81.27

> Frame 6: Packet, 98 bytes on wire 17aa mm, ga bytes captured 1m bits) on interface enB m 0 (inbound) 0080 9c 76 00 8f 02 fc 90 a7 78 86 dd 60 02

ci00:07:78 a7 . 31:00:8f (9c:76:0e:31:00:81) 04 00 06 40 fd 12 34 56 78 9a bc

(D (o) ba 98 aa 22 fd 12 34 56 78 9a bc

1e0: fci90:a7:78 mz eo: h.sm a7:78) (IR G B L3I e
G bit: Locally administered address (this is NOT the factory default) 03 06 98 0a 58 30 03 48 00 00 00 00 04 02

5 Individual address (unicast) 00 00
Type: TPVE (erssdd)
(Strean inde
fd12. 3656 789a:bcde: fedc: ba98:7654:aa22, Dst: fd12:3456:789a:bede: fedc: badt
El Sec Len: @

s if this s an individual (unicast) or group (broadcastjmulticast) address (ath.src.ig), 1 bit Packets: 193 - Displayed: 89 (451%) Defaut

14) % python3 ./parse-rr-| U A LRI

idx name pe class  ttl rd_ten
0 WyComputertane. _ssh. tcp. Local. TXT 0x8001 4500 0x0001
1 _services._dns-sd. PTR 0x0001 4500 0x0002
2 ssh._tcp. Tocal. PTR 0x0001 4500 0x0002
3 RyConputertane.. device-info. St local. TXT 0x0001 4500 0x0023
4 MyComputerName, ocal. TXT 0x8001 4500 0x0001
5 - sarvices. dns-ad. ucp. Local:. PTR 0x0001 4500 0x0002
6 _sftp-ssh._tcp. local. PTR 0x0001 4500 0x0002
7 MyComputeriiame. tcp. local. TXT 0x8001 4500 0x0001
8 _services._dns-sd._udp. Local. PTR 0x0001 4500 0x0002
9 _rfb._tcp. Tocal. PTR 0x0001 4500 0x0002
10 _kerberos.MyLocalHostNae, local. TXT 0x0001 4500 0x0033
11 MyConputerame._ssh._tcp. local. SRV 0xB001 4500 0x0008 SRV prio @, weight @, port 22, target MyLocalHostName. local.
i SRV 0x8001 4500 0x0008 SRV prio @, weight @, port 22, target MyLocalHostNae, local,
._tcp, SRV 0xB001 4500 0x0008 SRV prio @, weight @, port 5900, target MyLocalHostName. local.
C7618185-6116-44E7-8945~ zsassezazssa. _renotepairing._tcp.local. TXT 0x8001 4500 0x0059
d._udp. loc: PTR 0x0001 4500 0x0002
“renotepairing. teps locals PTR 0x0001 4500 0x0002
116-44E7-8945-3E63E03AES88. _remotepairing. tcp.local. SRV 0x8001 4500 0x0008 SRV prio @, 0, port 49152, target MyLocalHostNane, local.

18 49607. _keepalive._dns-sd._udp. local. _ NULL 0x8001 4500 0x00a8 515 hi3b co10 ferd13: 3456: 7800, bcde: e bagB 7654, 0823 DordLa: 345 789a:bede: fedc:bagB: 6541 aal1 £76:0E:31:00: 849744369 a=1458925572 w=2053
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